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 Sarbanes-Oxley

 HIPAA

 PCI

 Who is accessing my database?

 Who changed that table over the weekend?

 Where are all these failed login attempts coming from?



*Depreciated
 Easy to setup, but known performance hit

*Depreciated
 Known performance hit, no customization, and creates large trace files

 Difficult to setup, but extremely customizable

 Limited audit options

 Easy to setup, but can be costly



 Performance is the primary focus

 Visible with some XEvent DMVs but cannot be configured/altered 
through the XEvents GUI.



SERVER AUDIT

Server Audit Specification

LUKE\SKYWALKER

Database Audit Specification

Database Audit

Database Audit

Database Audit

Database Audit

TARGET



 File

 Windows Event Log (Security or Application)

 Continue

 Shutdown

 Fail Operation

 QUEUE_DELAY = 0 – Synchronous

 QUEUE_DELAY >=1000 – Asynchronous (default)



USE master;

GO

CREATE SERVER AUDIT SampleAudit

TO FILE (FILEPATH = 'E:\Audit')

WITH (ON_FAILURE = SHUTDOWN);

GO

ALTER SERVER AUDIT SampleAudit WITH (STATE = ON);

GO



 SUCCESSFUL_LOGIN_GROUP

 AUDIT_CHANGE_GROUP

 One Server Audit Spec per Server Audit



USE master;

GO

CREATE SERVER AUDIT SPECIFICATION AuditLogins

FOR SERVER AUDIT SampleAudit

ADD (SUCCESSFUL_LOGIN_GROUP)

,ADD (AUDIT_CHANGE_GROUP);

GO

ALTER SERVER AUDIT SPECIFICATION

WITH (STATE = ON);

GO



 DATABASE_OBJECT_CHANGE_GROUP

 SCHEMA_OBJECT_CHANGE_GROUP

 1 Database Audit Spec per DB per Server Audit

 Requires Enterprise Edition

 Available in All Editions



USE Patrick;

GO

CREATE DATABASE AUDIT SPECIFICATION AuditSchemaChanges

FOR SERVER AUDIT SampleAudit

ADD (SCHEMA_OBJECT_CHANGE_GROUP);

GO

ALTER DATABASE AUDIT SPECIFICATION AuditSchemaChanges

WITH (STATE = ON);

GO



 ALTER TABLE

 DBCC

 Bundled as a group of events

 Single events

 Server-level

 Database-level

 Audit-level



 SELECT, INSERT, UPDATE, DELETE, EXECUTE, RECEIVE, & REFERENCES

 AUDIT_CHANGE_GROUP

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP LOGIN_CHANGE_PASSWORD_GROUP
AUDIT_CHANGE_GROUP LOGOUT_GROUP
BACKUP_RESTORE_GROUP SCHEMA_OBJECT_ACCESS_GROUP
BROKER_LOGIN_GROUP SCHEMA_OBJECT_CHANGE_GROUP
DATABASE_CHANGE_GROUP SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP
DATABASE_LOGOUT_GROUP SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP
DATABASE_MIRRORING_LOGIN_GROUP SERVER_OBJECT_CHANGE_GROUP
DATABASE_OBJECT_ACCESS_GROUP SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP
DATABASE_OBJECT_CHANGE_GROUP SERVER_OBJECT_PERMISSION_CHANGE_GROUP
DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP SERVER_OPERATION_GROUP
DATABASE_OBJECT_PERMISSION_CHANGE_GROUP SERVER_PERMISSION_CHANGE_GROUP
DATABASE_OPERATION_GROUP SERVER_PRINCIPAL_CHANGE_GROUP
DATABASE_OWNERSHIP_CHANGE_GROUP SERVER_PRINCIPAL_IMPERSONATION_GROUP
DATABASE_PERMISSION_CHANGE_GROUP SERVER_ROLE_MEMBER_CHANGE_GROUP
DATABASE_PRINCIPAL_CHANGE_GROUP SERVER_STATE_CHANGE_GROUP
DATABASE_PRINCIPAL_IMPERSONATION_GROUP SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP
DATABASE_ROLE_MEMBER_CHANGE_GROUP SUCCESSFUL_LOGIN_GROUP
DBCC_GROUP TRACE_CHANGE_GROUP
FAILED_DATABASE_AUTHENTICATION_GROUP TRANSACTION_GROUP
FAILED_LOGIN_GROUP USER_CHANGE_PASSWORD_GROUP
FULLTEXT_GROUP USER_DEFINED_AUDIT_GROUP

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP DATABASE_PRINCIPAL_CHANGE_GROUP
AUDIT_CHANGE_GROUP DATABASE_PRINCIPAL_IMPERSONATION_GROUP
BACKUP_RESTORE_GROUP DATABASE_ROLE_MEMBER_CHANGE_GROUP

DATABASE_CHANGE_GROUP DBCC_GROUP
DATABASE_LOGOUT_GROUP FAILED_DATABASE_AUTHENTICATION_GROUP

DATABASE_OBJECT_ACCESS_GROUP SCHEMA_OBJECT_ACCESS_GROUP
DATABASE_OBJECT_CHANGE_GROUP SCHEMA_OBJECT_CHANGE_GROUP
DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP
DATABASE_OBJECT_PERMISSION_CHANGE_GROUP SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP
DATABASE_OPERATION_GROUP SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP

DATABASE_OWNERSHIP_CHANGE_GROUP USER_CHANGE_PASSWORD_GROUP
DATABASE_PERMISSION_CHANGE_GROUP USER_DEFINED_AUDIT_GROUP



 https://blogs.msdn.microsoft.com/sqlsecurity/2009/05/09/how-to-
choose-audit-action-group-when-using-auditing-in-sql-server-2008/

 https://msdn.microsoft.com/en-us/library/cc280663.aspx





 sys.fn_get_audit_file()

 Application Log

 Security Log



 Member of SysAdmin server role

 Grant CONTROL SERVER

 Application Log visible to all users

 Security Log can be locked down

NOT
 Set file & folder permissions to prevent unauthorized access

 Use NTFS file encryption to protect the data





 Specific objects

 Specific DML actions

 Specific rows

 WHERE predicate can be used at the Server Audit
 Filtered to a specific object or login

 Any field from sys.fn_get_audit_file()

 SELECT, INSERT, UPDATE, DELETE can be used at the database-level
 Filtered to a specific object, user, or group





 Writing to a file is faster than writing to the Security Log

 Writing to a local drive is faster than writing to share drive
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 Start SQL Server in single user mode (-m) then disable the audit

 Audit is still running, but the shutdown logic is disabled

USE master;

GO

ALTER SERVER AUDIT SampleAudit WITH (STATE = OFF);

GO



 Memory buffers are full

 Potential disk bottleneck where audit log is written

 QUEUE_DELAY = 0 (synchronous)

 Change QUEUE_DELAY to 1000 or higher

 Potential disk bottleneck where audit log is written



 Availability Groups

 Database Mirroring

 All new databases will automatically have this when created

 Be very aware…this includes tempdb!!!



 Server-level audits

 Database-level audits

 Blog storage (went live Feb 2017)

 Table storage



 After dowloading the XEL file(s)

 sys.fn_xe_file_target_read_file()



 BATCH_STARTED_GROUP

 BATCH_COMPLETED_GROUP

 APPLICATION_ROLE_CHANGE_PASSWORD_GROUP

 AUDIT_CHANGE_GROUP

 BACKUP_RESTORE_GROUP

 DATABASE_LOGOUT_GROUP

 DATABASE_OBJECT_CHANGE_GROUP

 DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP

 DATABASE_OBJECT_PERMISSION_CHANGE_GROUP

 DATABASE_OPERATION_GROUP

 DATABASE_PERMISSION_CHANGE_GROUP

 DATABASE_PRINCIPAL_CHANGE_GROUP

 DATABASE_PRINCIPAL_IMPERSONATION_GROUP

 DATABASE_ROLE_MEMBER_CHANGE_GROUP

 FAILED_DATABASE_AUTHENTICATION_GROUP

 SCHEMA_OBJECT_ACCESS_GROUP

 SCHEMA_OBJECT_CHANGE_GROUP

 SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP

 SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP

 SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP

 USER_CHANGE_PASSWORD_GROUP



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-auditing#a-
idsubheading-7aautomation-powershell--rest-api

https://msdn.microsoft.com/en-US/library/mt695939(Azure.100).aspx





 https://msdn.microsoft.com/en-us/library/dd392015.aspx

 https://msdn.microsoft.com/en-us/library/cc280386.aspx

 https://blogs.msdn.microsoft.com/sqlsecurity/

 https://docs.microsoft.com/en-us/azure/sql-database/sql-database-
auditing-get-started




